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1 Introduction to GlobeSurfer® I+
Within minutes, you can connect to your mobile network and use a wireless connection to the Internet
through the mobile network.

GlobeSurfer 111+ is compatible with GSM and 3G mobile networks and supports GPRS, EDGE, UMTS,
(30! AT A (350! OAAETTIT CEAOS 7EOE O2AAAEOA $EOAO
strength and overall 3G reception is unparalleled.

Tip: To achieve the best possible reception, check the signal strength using the web interface. You may
find that placing the unit near a window provides the best reception.

1.1 Simple setup

GlobeSurfer IlI+ provides you with a quick installation and setup that gets you easily and quickly

connected to the Internet. You can use any internet browser (e.g. InterneExplorer 7.0 or Firefox2.5) and
iTO00 T PAOAOET ¢ OUOOAI O ET Al OAET ¢ 7ET AT xOh - AAET O1 O
you to the basic settings that need to be configured for use with the mobile network. Once you have

configured, you can review and enable customized wireless security settings.

1.2 Instant protection

Your GlobeSurfer IlI+ supports Network Address Translation (NAT). This network serice hides the
computers in your network so they cannot be found or directly accessed from outside your network. A
firewall is also included which, by default, blocks incoming traffic and allows outgoing traffic.

1.3 Additional security

GlobeSurfer 111+ supports both Wired Equivalent Privacy (WEP) and WiFi Protected Access (WPA and
WPAZ2) to protect your network data. Security logs keep you aware of potential security risks and
intrusion attempts. You can view logs online or via email.

1.4 Stay in touch

You can useGlobeSurfer I+ to send and receive SMS text messages. The LED on the front panel lets you
ETTx xEAT A TAx 3-3 AOOEOAOS )y £ UT O EAOA ET OOAIT T A
receive a desktop alert indicating the receipt of textmtA OOACA O 8 4EA O.1 OEEAEAOG6 Ol
to connect directly to the browser page that handles SMS text messages.

You can use GlobeSurfer Ill+ to make mobile phone calls. Should you miss a call an LED indicates this. If

you have installed theO. | OE £ZEA06 O1 £O0xAOA APPI EAAOEIT T h OEAT UI ¢
OEA OAAREDPO 1T &£ OAI APEITA AAIT1O0h AO xAll AO [T EOOAA
connect directly to the browser page that handles telephone cas.
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1.5 Important note

To protect your network from unauthorized access, and to make it more difficult for hackers to analyze
your data, please configure the WLAN security settings and enable WEP, WPA or WPA2 encryption on
your GlobeSurfer IlI+.

1.6 About This Mawal

This manual describes configuration and operation of GlobeSurfer® llI+. It is intended as a complement to
the GlobeSurfer® Ill+ User Guide to provide reference information for the advanced user of the
GlobeSurfer® llI+. It is assumed that the hardwarastallation of GlobeSurfer® Ill+ has been donand you
have a device that is able to communicate with the GlobeSurfer® lll+ via Ethernet or WLAM/hen the
Reference Manual is read.

This version of the manual is valid for GlobeSurfer® IlI+.

2 Setup

Connecting your computer or home network to the GlobeSurfer® lll+s a simple procedure, varying
slightly depending on your operating system. This chapter will help you to seamlessly integrate
GlobeSurfer® I+ with your computer or home network. The Windows defalt network settings dictate
that in most cases the setup procedure described below will be unnecessary. Howeveéf you are having
problems it is advised to follow the setup procedure described below to verify that all communication
parameters are valid ad that the physical cable connections are correct. The setup procedure consists of
OEOAA Ai1 ECOOAOGEIT OOACAO(

e Setting up WAN and LAN connections
e 0# . AOx1 OE #1171 £ACOOAOQET I
e GlobeSurfer® I+ Quick Setup

2.1 Setting up WAN and LAN connections

WAN Connection: setting up the WAN connection requires that a SIM card is inserted correctly into the
SIM slot of the GlobeSurfer® Il1+. See th&lobeSurfer® Il1+User Guide for instructions on how to insert
the SIM card. With the SIM card in place you configure the WAN connection through the Quick Setup of
GlobeSurfer® Ill+. The first time you login to GlobeSurfer® IlI+ you will have to enter a PIN codéthe SIM
card has one enabledThe PIN code is received from your ISP, but normally provided separately from the
SIM card for security reasonslf your SIM card does not have a PIN code enabled it is recommended for
security reasons to set enable it either using a mobile phone or via the GlobeSurfer® Ill+ web interface.

LAN Connection: your computer can connect to the GbbeSurfer® Il1+ in two ways, either through

Ethernet or through the use of WiFi. The simplest type of connection is Ethernetand this is

recommended for initial setup purposes.The GlobeSurfer® lll+ featuring two such ports. Use an Ethernet
cabletoconned® AAOxAAT Al %OEAOT AO PI OO 11T Ui OO "1TAA300,
Please refer to the accompanyindgJser Guide for additional information .
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2.2 Computerb SG 62N /2y U3dzNI GA2Y

GlobeSurfer® 11+ provides a DHCP server on its LAN and itisre€ol AT AAA OT A TAIl £A®DDA OB
LAN interface OT 1T AOAET EOO )0 AT A $.3 OAOOAO ) o0oOtua®drOT | AGE
most operating systemsbut the steps to do this are specific to each operating system

.1 Ol AT T U Ul OON iAtérfacestafe Aetup 1O use DHCP but if your computer fails to connect to
OEA "1 1 AA3OOAEAOQ )))E xEAT Ui O piO6C EI OEA %OEAOI A

For illustration purposes the following screen displays the TCP/IP Properties dialog bx as it appears in
Windows XP.

Internet Protocol (TCP/IP) Properties @@

General | Atemate Corfiguration

You can get IP setting
this capability. Othen
the appropriate IP setting:

automatically f your network supports
ed to ask your network administrator for

(® Obtain an IP address automatically
(O Use the following IP address:

(® Obtain DNS server address automatically
© Use the following DNS server a ddresses

Access Network Connections from the Control Panel.

Right-click the Ethernet connection icon and select Properties.

Under the General tab, select the Internet Protocol (TCP/IP) component, and press the Properties
button.

The Internet Protocol (TCP/IP) properties window will be displayed.

Select the Obtain an IP address automatically radio button.

Select the Obtain DNS server address automatically radio button.

Click OK to save the settings

(et A ant A e

3 The GlobeSurfer® Ill+ magement console

The GlobeSurfer® Ill+ management console described here allows you to control various GlobeSurfer® Ill+
system parameters, using a usefriendly graphical interface. The management console includes a
connection status screen, a quick setugscreen, network configuration, security configuration,

authentication with multiple -user support, connection monitoring and more.

3.1 Accessing the GlobeSurfer® Ill+ Management Console
To access the management console:

0 Launch a Web-browser on a PC in the LANor WLAN.
i Type the IP address of the GlobeSurfer® llI+ in the address. The default IP address is 192.168.1.1
i Enter your username and password to log on to the wekbased management console.
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Your session will automatically time-out after a few minutes ofinactivity. If you try to operate the
management console after the session has expiredthe Login screen will appear and you will have to re
enter your user name and password before proceeding. This feature helps to prevent unauthorized users
from accessng the management console and changing the GlobeSurfer® lll+ settings.

3.2 Menu System

The GlobeSurfer® IlI+ management console screens have been grouped into several subject areas and may
be accessed by clicking on the appropriate icon in the top menu.

~

OPTION GlobeSurfer i

The subject areas are:

e Home: displays an overview of the status of the Internet Connection, Local Network, Storage,
Printers and Services

e Quick Setup: quick access to basic configuration

¢ Internet Connection: configure internet connections

e Local Network: configure local network, storage and printer settings

e Services: configure Firewall, Print Server, Personal Domain Name, File Server and IPSec settings

e System: configure system settings

e Shortcuts: displays icons to enable quick and easy access to all areas

e Telephone: manage your telephony options

e SMS: manage your SMS messages

3.3 Managing Tables

Tables are used throughout the GlobeSurfer® IlI+ management console. They handle us#efined entries
relating to elements such as network connections, local servers, grictions and configurable parameters.
The principles outlined in this section apply to all tables in the management console.

ALG Rule Sets

Rule ID Source Address Destination Address Match Operation Status Action
it

" AAE
[
3
p:

Any Any FTP - TCP Any = 21 ALG FTP Active S S
\ y IKE - UDP 500 -> 500 ALG IPSec Active A% L8
Any Any SIF - UDP Any -> 5060 ALG SIP Active R &
Any Any H.323 Call Signaling - TCP Any -= 1720 ALG H.323 C5L Active A% &0

- %

F

ew Entry

L x

In a typical table each row defines an entry in the table. The following icons located in the Action column
enable adding, ediing and deleting table entries:

" Click the Add icon to add an entry of the same type as on that row.

. Click the Edit icon to edit the entry on that row.
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%'Click the Delete icon to remove the entry on that row.

“¥Click the Move Down icon to move an entry down.

4" Click the Move Up icon to move an entry up.

In many tables the last row includes a link that allows adding a new entry to the table.

3.4 Home
From this screen you can click on the tabs at the top left hand side to route to the following screens:

e Overview - status of Internet Connection/Local Network/Storage/Printers/Services

e Map View - pictorial overview of all components connected to GlobeSurfer® Il1+

e Installation Wizard - guides you through the main settings for your GlobeSurfer® Il1+
e Quick Setup - routes directly to the Quick Setup area to change the main settings

3.4.1 Overview

This screen displays an overview of the status of the Internet Connection, Local Network, Storage,
Printers and Services available to you with GlobeSurfer® IlI+. For details each component you can easily
drill down by clicking on the area.

uuuuu

Services

3.4.2 Map View

This screen shows a pictorial overview of all components currently connected to your GlobeSurfer® Il1+
including the firewall and all networks including wireless networks. For details of each component you
can easily drill down by clicking on the component icon.
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orTion GlobeSurfer Ill
Engﬂljén = clcome admin | Go to Basic Mode | e Sits Mag | (1} Ressot | B Logaut
"\’1 Home H //// = Hw JuE ” T e “ D e ”é’;W svstem ”T@‘S snortcuts ”@ Teiepnone “ @ s y

. e oo Gue sews |
e

ii Network Map

el
3 g

-1 =4

locas- 6574cf835
192.168.1.2
(me)

3.4.3 Installation Wizard
The GlobeSurfer® Ill+ management console allows you to control various GlobeSurfer® lll1+ system
parameters. The interface is accessed through a veebrowser:

Start a web browser on your PC.

Enter the address 192.168.1.1 to display the GlobeSurfer® Ill+ management console. When first logging on

to the management console, the Login screen will appear. Configure your language settings and enter a
passvord. To verify correctness retype the password, and click OK to login to the management console.
For security reasons it is strongly recommended that you specify a password. However, make sure you
remember your new user name and password, since this is thonly way you will be able to login to the
GlobeSurfer® Ill+ from now on.

IS}

OPTION GlobeSurfer I

O 0O

ff Login

Language: EN English |[&

User Name:

Password (cass sensitive):

After choosing your password and clicking OK you will be forwarded to the Installation Wizard page.
Click OK to continue the Installation Wizard.

The Installation Wizard helps you to quickly set the most important settings of your GlobeSurfer® IlI+. If
you would like to complete the Installation without using the Wizard just click Cancel. Alternatively, click
the Quick Setup icon on the left sidebar, after login in. The following sections describe the various
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configuration parameters of Installation. Once you have filled the Installation sections as described below,
click the OK button to configure your GlobeSurfer® Il1+.

orTION GlobeSurfer Il

English | Welcome agmin | Go to Basic Mode | g Site Msp | (1) Resoot | B Logout

- - £
,/1 / Quick \  internct Local ] — Y, 1
Py o / Setup w Comeation || WP Rotwvork o) sences S D system Shorteuts Telephone >
o S
Overview  Map View Guick Setup ]
Home

> Installation Wizard

Follow the instructions on each page and click 'Next' to continue.

Wizard Progress

Navigate using '< Back' and 'Next ='. 'Cancel' will exit the wizard.
P Installation Wizard: Language

Installation Wizard: Telephony
Installation Wizard: UMTS

Installation Wizard: less
Installation Wizard: less encryption
Installation Wizard: wall palicy
Installation Completed

Click ‘Finish' on the Finish page and confirm with 'OK’ to accept and save the settings.

Note: Changes will be discarded if you click 'Cancel’.

3.4.3.1 Installation Wizard: Language
Select the language and tne zone you would like to use on the GlobeSurfer® Ill+ Management Console
and Display.

(@)

OPTION GlobeSurfer Il

O QO

nixp | () Ravoot |

= |8 — |&— gl — |® — &~ |

Home -
9 Installation Wizard: Language

Select the language for GlobeSurfer 111

Note: The eurrent language setting will be restored if you cancel the wizard before clicking 'OK' (after Finish').

Language and region seltings
Language: [EErmo]
Tima zane: [eir G- =

3.4.3.2 Installation Wizard: Telephony
Select theprotocol for your telephone handset. This will adapt the telephoneinterface of the GlobeSurfer®
Il1+ to work with your hands et.
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)

“oPTION GIobeSurfer Il

O O
EN English || elcome admin | G = | g Sit= Map | (1) Reboot | # Log

f’ ]@ S H B L ][9"' services H@ system Hﬂ snorteuts H’ Teiephone H @ ]

(1 Home
P
Quick Setup ]

Overview  Map View

Home

9 Installation Wizard: Telephony

Select the standard supported by your caller ID box.

|Wu.ard Progress |

| Telephony | Installation \mzard Language
P Installation y
Caller 1D: ETS| DTHF - Installation
Installal
Installation Wizar:

Installation Wizar:
Installation Completed

EESES

3.4.3.3 Installation Wizard: UMTS
Check or change the following settings on the Installation screen to configure the UMTS connection:

orTion GlobeSurfer I
W%;l slcome admin | Go 1o Basic Mode | o Sit biap | (1) Reboot | B Logout

Overview  Map view [RWSUMURRUERR  Quick Setup

@ 7= @=le= 8- lo— Ja—®—]a- |
)

Home
> Installation Wizard: UMTS

Configure GlobeSurfer 11T UMTS settings.

+ Access Point Name: Enter the APN provided by your Intemet Service Provider, or accept the default.

nnect to the Internet by clicking 'Connect' on the 'Connection Status' page in the management consol

Access point name: enter the access point name as provided by your Internet Service Provider (ISP), or
accept the name édready set.

3.4.3.3.1 UMTS connect method:
Connect Manually: connect to the Internet by clicking Connect on the Connection Status page in the
management console or press the Connect button on the GlobeSurfer® IlI+ unit.

Automatically connect upon traffic: GlobeSurfer® Il1+ will automatically connect when you attempt to
send data via the Internet.

Always connected: GlobeSurfer® Ill+ will connect to the internet when possible and will remain
connected.
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In case of inactivity, disconnect after (minutes): the default iszero (0), meaning UMTS will stay
connected until manually disconnected. The maximum is 1440 minutes (24hrs). NoteFor this purpose
incoming traffic is not activity.

3.4.3.4 Installation Wizard: Wireless
SSID: the Service Set Identifier: enter a name for your kal wireless network (WLAN) (maximum 32
characters).

Note: Setting the SSID to something unique will make it much easier to identify your own wireless
network, especially if there are other wireless networks available in the nearby area.

SSID broadcastif you set the Enabled checkbox to broadcast, then other devices can detect and connect
to your WLAN. Clear the checkbox to disable broadcasting and hide the name of your network. This
provides minimal security, as other devices have to know the SSID to emect. You can install the WLAN
with this feature enabled and then disable it once you have set up GlobeSurfer® IlI+ and its associated
wireless clients.

GlobeSurfer lll
g—[o—Ja- |

o=

AN. Clear the checkbox to disable broadeasting and
install the WLAN with this feature en

3.4.3.5 Installation Wizard: Wireless Encryption
In order to prohibit unauthorized access to your GlobeSurfe® llI+, make sure to apply sufficient security
and encryption on your wireless network.

If WPAZ is supported by your wireless clients it is recommended to apply WPA2 encryption to your
wireless network as it offers the highest level of security.

Depending on your choice of security method, the Wireless Encryption page will refresh with relevant
configuration choices.

Available choices are:

¢ None/No encryption: this option is not recommended except during installation of your network.

o WPA: Wi-Fi Protected Access is a 25®it encryption method with keys that change automatically
over time.

o WPA2: a more secure version of WPA with implementation of the 802.11i standard.

e WPA and WPAZ2: allows both options
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e 802.1X WEP: Wireless Equivalent Privacy is a 46it or 104-bit encryption method with user
configurable fixed keys. 802.1X indicates RADIUS support.

e WEP/Non-802.1X WEP: like 802.1X WEP but without RADIUS support.

e Authentication Only: authentication by physical MAC address.

Configuring WEP: select the desired leel (104bit provides higher security). Enter the PreShared key in
hexadecimal (10 or 26 characters), or in plain text (ASCII) format (5 or 13 characters).

If you choose WEP encryption you will be asked to enter an encryption key in either HEX or ASCII
format. HEX format requires a hexadecimal key (89, af) of various length depending on your selection.
An ASCII key consists of text as a pasphrase that will be translated internally by the GlobeSurfer® IlI+
into a HEX key. Using an ASCII key may be easi¢o remember than a HEX key, but in some cases there
are compatibility issues between different vendors of wireless equipment. Hence, if you are experiencing
problems when using an ASCII key try to use HEX keys instead.

ASCII: For best compatibility limit your pass phrase to a mixture of English 2&haracter alphabet (az, A-
Z), the numbers (0-9) and simple punctuation (.- <space>).

GlobeSurfer Il

EN Engiish |

Welcarne admin | G 1 Basic e | i Site i | (1) Rebo
Services o> syxiem EH shortouts @ Telephone 3 sms
o= ”Q ” -4 ” ®
)

nstallation

Wizard: Wireless encryption

he encryption of the GlobeSurfer 111 w network,

xperi ey form os
|s wwwwww ity |

| Security: Tone > I

Configuring WPA/WPAZ2: enter the Pre-Shared key as a plain text (ASCII) pasphrase of at least 8
characters.

WPA/WPAZ is strongly recommended as it provides a significantly higher level of security compared to
WEP. If possible configure all devices to use WPA2

You must configure your wireless PC clients to use the same encryption type ankkys;otherwise the
devices will not understand each other.

Enabling wireless encryption has no security effect on wired (Ethernet) connections.
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3.4.3.6 Installation Wizard: Firewall Policy
The GlobeSurfer® I+ has three different predefined Firewall Policies:

e Minimum Security: lowest level of firewall security allowing both incoming and outgoing traffic.

e Typical Security: offers some firewall security, but is still open for all connections initiated from
local clients connected to the GlobeSurfer® Ill+.

e Maximum Security: highest level of firewall security where onlythe most commonly used
protocols are allowed for local clients trying to connect to the Internet.

It is also possible to add more advanced firewall policies than these three predefined levels.

"OPTION GlobeSurfer I

Home
9 Installation Wizard: Firewall policy

The Surfe i
initiated from the local

ewall has three pre-defined levels of security. The default, ‘typical security’, blocks traffic initiated by an external (Intarnet) source, and allows traffic
work.

3.4.3.7 Install Wizard: Finish
The last page of the Installation Wizard shows all the settings made on previous pages. If they all look
correct, press the Finish button to apply these settings.

If you want to change any settings, use the Back button to navigate to the appropriate page and modify
that setting.

Press the Exit button if you want to quit the Installation Wizard without applying any new changes.
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o0
SOPTION

O O

GlobeSurfer I

e site Map | (1) Retoct | B

Welcome admin | Go to Basic

Local
Network

" Internet
L Connection

”3 Gz @ SoiE

N
Shortcuts ’ Telephone :\% sMs

Overview  Wap View  JUECIETEIRVEEGY  Quick Setup

Home

> Installation Completed

Wizard Progress |

Installation Wizard: Language
Installation Wizard: Telephony

Installation Wizard: UMTS
Installation Wizard: Wireless

Web interface and display

o Language: EN English
Telephony

o Caller 1D: ETSI DTMF

Installation Wizard: Wireless encryption
Installation Wizard: Firewall policy

P Installation Completed

umMTS

o Access point name: general.t-mobile.uk
UMTS connect method: Connect Manually
In case of inactivity, disconnect after (minutes): 1]

Wireless

oF Wireless: Enabled
S5ID: SSIDDeborah
SSID Broadcast: Enabled

Wireless Security Settings
Encryption: WER
Encryption Key: livwy

Firewall

oF Firewall policy:

Typical Security
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3.5 Quick Setup

O
SOPTION
OO0

GlobeSurfer [l

Weloome admin | G ote Basic Mode | g# Site ap | (1) Reboct] W Leaout| | EN Engiish

aj_w‘\? o || ; ik

Services ”;; 7 system |

’ Telephone H % SMS

?/" Quick Setup

Language and region s ettings

Access point name:

UMTS connect method:

In case of inactivity, disconnect after minutes):

Langusge: EM English v
Time Zone: GMT (GMT+00:00)
Telephony
Caller1n: ETSI DTMF v
UNTS

intemet

@) Connect, Manually

() sutomatically connect upon traffie
O nlways connected

o

Wireless

wireless:
SSID:
SS1D Broadcast:

Enablad
GlobeSaiet | OHER,
Enabled

Security

Security:
Authentication Method:
Fre-Shared Key:

WP S ENd WPA2Z (W
Fre-Shared Key (W

the quick brown fox

Encryption & lgerithm: AES v

[ Group Key Update Interval 0 Seconds
O inter client privacy

Firewall

Firewall paliey : Typical Security W

{ & o ‘[ @ 2pply ]l Qo= ]lhaa\amnW\zad]

You can use the Quick Setup screen to change the main settings needed to use GlobeSurfer® IlI+:

3.5.1.1.1 Web interface and dispja
Language: select the language for GlobeSurfer® IlI+. The current language setting will be restored if you
do not apply the settings.

3.5.1.1.2 Telephony
Caller ID: select the country for the telephone handset interface, options available are:

e ETSIDTMF

e ETSIFSK mg pulse

e ETSI FSK dualtone

e ETSIFSK Line reversal + dualtone
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e ETSI FSK during ring
e Bellcore
e Australia

3.5.1.1.3 UMTS
Access point name: as provided by your mobile operator

UMTS connect method: radio button with the following choices:

e Connect Manually: connect to the Internet by clicking Connect on the Connection Status page in
the management console or press the Connect button on GlobeSurfer® Ill+

e Automatically connect upon traffic: GlobeSurfer® Ill1+ will automatically connect when you
attempt to send data via the Internet

e Always connected: GlobeSurfer® llI+ will stay connected

In case of inactivity, disconnect after (minutes): The default is 10 minugs. Set it to zero (0) if you want the
UMTS to stay connected. The maximum is 1440 minutes (24 hours). Incoming traffics treated as
inactivity.

3.5.1.1.4 Wireless
The following settings are the most important for the local Wireless LAN:

o Wireless: click on the Enabled checkbox to enable this function
e SSID: the Service Set Identifieg enter a name for your local wireless network (WLAN)
e SSID Broadcast

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

3.5.1.1.5 Security

devices supporting WPA2 can connect to your GlobeSurfer® I+ and you will have the best WiFi security.
Chose a good and easy to remember prshared key (passphrase), anything over 8 characters is strong.

3.5.1.1.6 Firewall
Selectthelevell £ DOT OAAOEI T UI & 1T AAA8 O4UPEAAI 3AAOOEOUOG |

Press the OK button to apply changes and go back to the previous screen.

Press the Cancel button to reject changes and go back to the previous screen.

3.6 Internet Connection

The WAN Cellular interface connects GlobeSurfer® lll+ to the Internet and other networks through GSM
or UMTS mobile telecommunications standards. The WAN Cellular Properties screen displays a summary
of the connection.
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From this screen you can click on the tds at the top left hand side to route to the following detailed
screens:

e General- summary of wireless connection

e Settings - general communications parameters

¢ Routing - sets static or dynamic routing options

e Advanced- activate firewall for network connection

3.6.1 General

The WAN Cellular connection connects the GlobeSurfer® llI+ to the Internet and other networks through
the GSM and UMTS mobile telecommunications standards. The WAN Cellular Properties screen displays
a summary of the connection properties.

m
JOFPTION GIobeSurfer III
EN English = B r 7
P ._ - . , \8
ﬁg’(] Home ls]:t::' ” ! ? C'ﬁ;l&:(mn :]:f\f’l‘wk ” p A Services H(- D system ’,‘(‘ 62 Shortcuts Telephone ‘ % SMs
‘ ]
1)) WAN Cellular Properties
_ [ General | setiings | Routing

Name: WAN Cellular

ethi

Status working
WAN

Cellular

Device Name:
Status:

Network:
Connection Type:
17 Address:
Subnet Mask:
DNS Server:

10.35.48.209
255.255.255.0
149.254.192.126
149.254.201.126
general.t-maobile.uk
T-Mobile

Access point name:
Operator:

Signal strength:
Cennection status:
Received bytes:

Sent bytes:

Total connection time:
Current connection time:

Low (-93 dBm)
Cennected
29.8 [ME]

6.7 [ME]

38:39:04 [hh:mm:ss
38:38:33 [hh:mm:ss

1
1

(ex ][ @

Apply l[ Q) cancal

)

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

3.6.2 Settings

The top part of the configuration window displays general communication parameters. It is not
recommended to change the default values in this screen unless you are familiar with the networking
concepts they represent. Since your gateway is configured to operate with the default vaés, no
parameter modification is necessary.
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e}
EN English | Welcome admin | Go to Basicode | @ Site Map | [1) Resect | B Logou
> - & - /. AR
( gl Home 4 IO Internet i@ bz Services = D system @23/ shoricuts Telephone 3 SMS
\ L Setup Connection Network . Y
‘1‘\../ 5 = D,
1)) WAN Cellular Properties
[ Genersl [ settings | Routing | Advanced |
Device Name: ethl
Status: Status working
Schedule: Always |7
Network: WAN =
Connection Type: Cellular
MTU: Automatic [=] 1500
Internet Protocol
[T Override Subnet Mask
[DNS Server Obtain DNS Server Address Aulcmat\ca”yﬂ ]
uMTS
Access point name: general t mobie.uk
Netwerk Authentication: None =
Login User Name (ssse sensitive):
Login Password:
Network type: “Lutomatic -
UMTS connect method: @& Connect Manually
¢ Automatically connect upon traffic
0 Always connected
£ imotiit. o -

You can configure the following general connection settings:

MTU: this is the Maximum Transmission Unit. It specifies the largest packet size permitted for Internet
transmission. Manual, allows you to enter thelargest packet size that will be transmitted. The
recommended sizeis 1500 You should leave this value in the 1200 to 1500 range. To have the gateway
select the best MTU for your Internet connection, select Automatic (default setting).

Press the OK buttan to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

3.6.3 Routing

You can choose to setup your gateway to use statior dynamic routing. Dynamic routing automatically
adjusts how packets travel on the network, whereas static routing specifies a fixed routing path to
neighboring destinations.
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I}

OPTION GlobeSurfer Il

O C

= Local
' ’ Network

Basic Mods | o Site Mep | {1) Reboot |
@ Telephone ” % sMS

R
rﬁ/ Shortcuts ’

/‘,
- Quick Internet
,&/ Setup w Connection

)| WAN Cellular Properties

Routing Mode: NAFT |=

Device Metric:

[¥ Default R

™ Multi

You can configure the following routing settings:
Routing Mode: select one ofthe following routing modes:

Route: use route mode if you want your GlobeSurfer® ll1+ to function as a router between two networks.
In this mode GlobeSurfer® lll+ passes packets between the networks transparently.

NAPT (default): Network Address and PortTranslation (NAPT) refers to network address translation
(NAT) involving the mapping of port numbers, allowing multiple machines to share a single IP address.
Use NAPT if your LAN encompasses multiple devices, a topology that necessitates port translatidn
addition to address translation.

Device metric: this is a value used by the gateway to determine whether one route is superior to another,
considering parameters such as bandwidth, delay, and more.

Default Route: select this checkbox to define this devie as the default routeout of the local network.

Multicast - IGMP Proxy Default: IGMP proxy enables the system to issue IGMP host messages on behalf of
hosts that the system discovered through standard IGMP interfaces. IGMP proxy enables the routing of
multicast packets according to the IGMP requests of LAN devices asking to join multicast groups. Select
the checkbox to enable this feature.

Routing Information Protocol (RIP): select this checkbox to enable the Routing Information Protocol
(RIP). RIP deternines a route based on the smallest hop count between source and destination.

Routing Table: allows you to add or modify routes when this device is active. Use the New Route button
to add a route or edit existing routes.

Press the OK button to apply changesand go back to the previous screen.

Press the Apply button to apply changes and stay on this screen.
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Press the Cancel button to reject changes and go back to the previous screen.

3.6.4 Advanced
Your gateway's firewall helps protect your computer by preventing unauthorized users from gaining
access to it through a network such as the Internet. The firewall can be activated per network connection.

')
“orTion GlobeSurfer I
EN English |+ Velcome admin | Go to Basic Mode | e Site Map | {1) Reboot | B Logou|
’ﬂ Hom // Quick ’ Internet 'i Local H e (:_7'? system ’ /"';‘3 Shortcut @ Telephone ” S % sMs
= o //J Setup w Connection Network i?f - ﬂ
)/ WAN Cellular Properties
Advanced |_
[Interne( Connection Firewall ¥ Enabled ]
I & ok ll @ nappiy ]l QO cancer ]

To enable the firewall on this network connection, select the Enabled checkbox.
Press the OK button to apply changs and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the previous screen.

3.7 Local Network
This area provides an overview of and the ability to configue local network, storage and printer settings.

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e Overview - overview of local network, storage and printers

o Device- list of all devices in local network with ability to drill down to see detail
o Wireless- overview of wireless network with ability to drill down to see detalil

e Shared Storage manage your system storage area, disks and RAID devices

e Shared Printers- shows printers attached to the device via the USB connection

3.7.1 Overview

This screen displays an overview of the local network, storage and printers, and provides access to further
screens where individual devices, wireless network, shared printers and shared storage can be configured
and modified.
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')
O O
EN English |+ Welceme admin | Go to Basic Mede | e Site Map | {1) Reboot | B Logout]
- / Quick (= Internet = Local f— ;-
I\j‘\ﬂ) Home ” / Setup w Connection " Network . Services (= System Shortcuts ’ Telephone \\% sSMs

Device  Wirsless Shared Storage Shared Printers

Local Network
- .
¥ Overview

#& Local Network

1 Computers Connected

® of locas-6574cf835 (me) 192.163.1.2
=y
1))

Connected Block

[} Storage

Mo Disks Connected

&2 Printers

No Printers Connected

The following data is displayed:

Local Network: the number of computers connected is shown. For each computer the following data

appears:
e Type
e Name
e |P address
e Status

e Block status

e Storage: the number of external hard disk drives connected ishown

e Printers: the number of printers connected is shown

Press the Refresh button to refresh the screen.

3.7.2 Device

This screen displays a list of all the devices in the local network along with their status, and provides the

ability to modify and delete each entry.

D)

S“OPTION

(O]
EN English [+

GlobeSurfer Il

Welcome admin | Go to Basic Mods | & Site Map M'!) ﬁ:::ll@L:;:-l

If% Home ;/ Quick ~ L internet ‘; Local
\/ Setup w Connection Network
S

f—, S\
Services ” @ System ”\ﬁ Shortcuts

’ Telephone ‘% SMS
-

Overview  [IEWEEY  Wireless Shared Storage Shared Printers

Local Network

-
##® Device

Name
L' LaN Bridge
Q LAN Ethernet 0 Computers Connected
LAN Wireless 802.11g Access Point 1 Computers Connected

Status Action
Connected R 4
Connected A\
Connected A

For each device the following data is displayed:

e Name
e Number of computers connected
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e Status

Clicking on a LAN Bridge entry routes you to the LAN Bridge Properties screen in the System/Network
Connections/General part of the system

Clicking on a LAN Ethernet entry routes you to the LAN Ethernet Properties screen in the
System/Network Connections/General part of the system

Clicking on a LAN Wireless 802.11g Access Point entry routes you to the LAN Wireless 802.11g Access
Point Properties screen in he System/Network Connections/General part of the system

3.7.3 Wireless
From this screen you can click on the tabs at the top right hand side to route to the detailed screens

3.7.3.1 General(Wireless)
This screen provides asummary view of the wireless network.

(o)
Weleams admin] Goto Basio Mode | o Sit Map | (1) Reboct] B Logout| | EN English v
2. (8w &~ |gf =~ [@ww |- |
e - | S = ®
[ owriew  omies ]
Local Metwork
LAN Wireless 802.11g Access Point Properties
[ Conerar | e [ Wises | Adareet)
(
LAN Wireless 802 11g Access Point
etho
Connect ted
Lan
Wireless 802.11g Access Point
54 Mbps
54 Mbps
00:0cte3:65:f4:77
Dis abled
Dis abled
0.0 [MB]
0.0 [MB]
4:34:04 [hhimm:ss]
4:21:02 [hhimm:ss]
o || @y |[ @owen |
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3.7.3.2 Sdtings (Wireless)

oS
~orTioN GlobeSurfer Ii
EEQTI elcoms admin | Go to Basic Mol = Map | {1 Reboot | W Legout
‘*/". - ] chk l b Y e l[ :]O;t-vﬁilwk ” ?? Services H;. ) System Hﬁ Shortcuts "’ Telephone " l
erm;;;w.w Shared Storage __Shared Printers ]
— Overview | Settings
51)) LAN Wireless 802.11g Access Point Properties

[[Genesi | settings | Wirsless | Advances |

Type:
Physmal Address:
MTU:

[(@o | @y [ @comew ]

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

3.7.3.3 Wireless(Wireless)

O O
~
OPTION GlobeSurfer Il
EN English '+ Welcome admin | Go to Basic Mode | e Site Map | {1) Reboot | B Logout
Quick = Internet = Local 3 a7
p Home T 'y . " T ) services = System Shortcuts ’ Telephone \‘ SMS
pa.-’ ;, r
eeeeee Shared Storage Shared Printers J
W\re\ess
— Overview | Settings |[[EEEr]
51)) LAN Wireless 802.11g Access Point Properties
')
IEEnErs\ | Settings | Wireless | Ad\-snc&dl
Wireless Network (SSID): 35DDeborah
[¥ SSID Broadcast
802.11 Mode: 802 11big Mixed |7
Channel: Automatic =] (Foo)
Network Authentication: Open System Authentication |5
MAC Filtering Mode: Disable =]
MAC Filtering Table
MAC Address Action
New MAC Address =
Security ‘Authentication Only [+
Authentication Method: Web Authentication
[W\re\ess QoS (WMM) [ Enabled ]
Transmission Rate: Futo [T
CTS Protection Mode: None &
CTS Protection Type: s only |5

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the previous screen.
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3.7.3.4 Advanced(Wireless)

Y O)

“OPTION GlobeSurfer llI

EN English | = Welcome admin | Go to Basic Mode | gl Site Msp | {1) Retoot | # Logou

- - AR
|/’ Home / ek § ppuicmet " LI /! Services ) system =4/ shortcuts 9 Telephone X SMs
o Sett C A 4 g"; %:
A’ ,4 etup w onnection Network — )

l Overview Device
j| | LAN Wireless 802.11g Access Point Properties

Shared Storage Shared Printers

Wireless
= Overview | Settings

General | Settings | Wireless | Advanced |_

[Internet Connection Firewall ™ Enabled ]

|Add\l\ona\ IP Addresses |

New IP Address

IP Address Subnet Mask Action ’

[ © ox ][ @ reoy ][ o.:am]

Press the OK buton to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

3.7.4 Shared Storage / Disk Management
This screen enables youo manage your system storage area, disks and RAID devices.

®)
~orTion GlobeSurfer Ill
[EN Englisn =] Veleome admin | Go to Basic Mode | @ Site Map | (1) Rebost | B Leso
"Q Home "}/} EA::J: l@ som ” "; hc'e;.vﬁ:‘om ”9—..,- services ]’é. 2 system l’ﬂ Shortcuts "’ Telephone " _\& sms
[ Overview Device Wireless  [PINIORTRIN  shared Printers
Local Network
f[;[s Disk Management
[ [ Enabled l
Status: No Disks Connected

System Storage Area

Status: The system storsge disk is not connected, mounted and formatted. Advanced web, WoIF and mail services are disabled
[ Automatically Create System Storsge Area

== ]

l Device Description Type size Partitions J

RAID Devices

Device Hame Type Status Total Space Free Space RAID Action
Add RAID Device £

Press the Refresh button to update the status.

(o= (@~ (0= ][@w—)

The following data is displayed:

Enabled: click this checkboxAT A A1 E At&ené&ble Bigk mahagement

Status: this shows the status of disk management and how many disks are connected
System Storage Area

Status: shows the status of the system storage area and whether it is connected
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Automatically Create System Storage Area: click this checkbox to automatically create a system storage
area

Disks: for each disk the following data appears:

e Device

e Description
e Type

e Size

e Partitions
o RAID Devices: for each RAID device the following data appears:

e Device
e Name

e Type

e Status

e Total Space
e Free Space
e RAID

e Action

Add RAID Device: click to add a new device and go to the RAID Properties screen
Press the OK butbn to apply changes and go back to the previous screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the previous screen.
Press the Refresh button to refresh the screen.

3.7.4.1 RAID Prperties
This screen enables you to add a RAID device.

e

,OFPTION GlobeSurferIII

EN English | = We f

-~ ’ p o
77 Quick \ntemet Local = -
o o e H w DDDDDDDD ” " e H Services ” e ) Ssystem ’ Telephone ” % SMS ’
I

“G
Overview Device Wirele: Shared Storage Shared Pri J
Local “Jet‘.\.-ark

- N
¥:# RAID Properties

Please choose RAID level, RAID devices and mount paint name for the created
vice.

Mount Point:

RAID Level: RADD = ’

The following data can be entered:
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RAID level: choose one of the following options from the drop down list:

e RAIDO
e RAID1
e RAIDS5

Mount Enabled: add a mount point name for the created device
Press the Nex button to apply changes and add another device.
Press the Cancel button to reject changes and go back to the previous screen.

3.7.5 Shared Printers/Print Server
GlobeSurfer® llI+ includes a print server that allows printers attached to the device via the USB
connection to be shared by all computers on the LAN.

'e)

"OPTION GlobeSurfer I

EN English | N L]

~» Z - P ~ 3
£ Quick Local - - N 2
( q tome ” / w on (] P - Services e ) System m Shortcuts ? Telephone b sMs
L - -

Internet
Setup Cor
l Overview Device Wireless Shared Storage Shared Printers J
Local Network

"5,;; Print Server

¥ Enabled

I Spool to Disk

¥ Allow Guest Access

¥ LPD Support

¥ 1PP Support

W Microsoft Shared Printing Support

Printers

Printer Status Jobs in Queue Jobs Printed Action

Press the Refresh button to update the status.

[ @ ox ][ @ appiy ][ Q) cancer ][@Reﬁesn ]

On this screen you can see information about your printer, as well as view a list of print jobs (when prints
are in the queue).

The following checkboxes can be modified:

e Enabled

e Spool to Disk

e Allow Guest Access

e LPD Support

e |PP Support

e Microsoft Shared Printing Support

For each print job, the following data is displayed:
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e Printer

e Status

e Jobs in Queue

e Jobs Printed

e Action

e Storage: the number of external hard disk drives connected is shown
e Printers: the number of printers connected is shown

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

Pressthe Refresh button to refresh the screen.
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4 Services

4.1 Overview

This screen displays icons/hyperlinks for the various services available:

Firewall : this hyperlink routes to the Firewall Overview screen

File Server : this hyperlink routes to the File ServeOverview screen

Print Server : this hyperlink routes to the Print Server Overview screen

IPSec : this hyperlink routes to the IPSec Overview screen

Personal Domain Name : this hyperlink routes to the Personal Domain Name Overview screen

Each service alsshows a summary description of the status of the service.

4.2 Firewall

The GlobeSurfer® I+ includes comprehensive and robust security services: Stateful Packet Inspection

Firewall, user authentication protocols and password protection mechanisms. These feates together

allow users to connect their computers to the Internet and simultaneously to be protected from the

security threats of the Internet.

A4EA EEOAxAlT 1 h OEA AT O AOOGOITA T &£ OEA "1 TAA3OOEAOQ
the needs of the residential/office user and has been pre&onfigured to provide optimum security.

A4EA "1 TAA3O0O&EAOQ )))EBO EEOAxAIT DHOI OEAAO AT OE OEA
It provides a managed, professional level of netork security while enabling the safe use of interactive
applications, such as Internet gaming and videoconferencing.

A4EA "1 TAA3O0OEAOQ )))EBO EEOAxAIT OOBPDI OO0 AAOAT ARAA
OEA AEmeiaviok lvduGaddefine specific input and output rules, control the order of logically

similar sets of rules and make a distinction between rules that apply to WAN and LAN network devices.
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